FILED
NOV 29 2021

LALE A HEULIEB

ORDINANCENo. 4607 e oy

THIRD AMENDMENT TO THE CITY'S INTERNAL CONTROL POLICY IN SEC. 2-
498 IN CHAPTER 2 OF THE MICHIGAN CITY MUNICIPAL CODE

MICHIGAN CITY COMMON COUNCIL

WHEREAS, in 2015, the Indiana Legislature passed, and the Governor signed, P.L.184-
2015, which is codified at 1.C. 5-11-1-27, requiring municipalities to establish intemal control
policies; and

WHEREAS, pursuant to I.C. 5-11-1-27, on December 20, 2016, the Common Council
enacted Ordinance No. 4416 entitled Creating Article IX in Chapter 2 of the Michigan City
Municipal Code to Establish an Internal Control Policy Pursuant to I.C. 5-11-1-27, which
adopted an Internal Control Policy for the City; and

WHEREAS, on March 17, 2021, the Common Council enacted Ordinance No. 4577
entitled Amending the City’s Internal Control Policy in Sec. 2-498 in Chapter 2 of the Michigan
City Municipal Code to amend the. City’s internal controls to adhere to audit findings from the
U.S. Department of Housing and Urban Development (“HUD™); and

WHEREAS, HUD has recently advised the Planning and Inspection Department that the
need exists to further amend the City’s internal controls as a result of HUD’s 2021 Remote
Monitoring Review, and more specifically, HUD requires that a written policy be adopted that
clearly outlines the safeguards the City will take to protect Personally Identifiable Information
(PI1); and

WHEREAS, in addition to HUD, during the Transit Triannval Audit, it was suggested by
the auditors that the City update the transit FTA grant procedures to the Internal Controls manual
similar to the changes for the CDBG grant procedures by virtue of Ordinance No. 4577; and

WHEREAS, the Common Council now desires to update the City’s Internal Control
Policy to include a policy for Personally Identifiable Information (PII) and FTA transit grant
procedures.

NOW, THEREFORE, BE IT ORDAINED by the Common Council of the City of
Michigan City, Indiana, that Sec. 2-498 shall now read as follows:

Sec. 2-498.  Adoption of Internal Control Policy.

The City of Michigan City, Indiana hereby adopts the Internal Control Policies and
Procedures Manual (Internal Control Policy) attached hereto and incorporated herein as
“Exhibit A-2021-third edition,” containing provisions intended to be consistent with
those described in the Indiana State Board of Accounts Uniform Internal Control
Standards for Indiana Political Subdivisions (September 2015) and applicable federal
grant requirements. This Internal Control Policy is binding upon, and shall govern the
applicable actions of, each and every official, officer, and employee of each and every
department and agency of the City of Michigan City.

This Ordinance to be effective upon passage by the Council, approval by the Mayor, any
necessary publication, and any necessary approval by the Indiana Department of Local

Government Finance.
INTRODUCED BY: i’ % % ésrl ) 2%
Bryant y, Member

Michigan City Common Council



Passed by the Common Council of the City of Michigan City, Indiana this _ i e
day of \Dee m\n@r , 2021.

Michigan City Confmon Council

A
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City of Michigan City, Indiaga
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A, Neulieb, Clerk
of Michigan City, Indiana Prepared by Corporation Council Upon Request
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INTERNAL CONTROL POLICIES AND PROCEDURES MANUAL

CONTROL ENVIRONMENT

Principle 1. The Common Council, Mayor, Clerk and City management demonstrate a
commitment to integrity and ethical values.

Elected Officials and management for the City of Michigan City, Indiana will abide by the
formal ethics policy stated below:

As ambassadors for the City of Michigan City, Indiana we will be dedicated to the
concepts of effective and democratic local government by responsible elected

officials. We affirm the dignity and worth of the services rendered by government and
maintain a constructive, creative, and practical attitude toward local government affairs
and a deep sense of social responsibility as a trusted public servant. We are dedicated to
the highest ideals of honor and integrity in all public and personal relationships in order
that we may merit the respect and confidence of the elected officials, of other officials
and employees, and of the public. We recognize that the chief function of local
government at all times is to serve the best interests of all the people. The policy for the
City is that all public funds are entrusted to the City and that trust should not be broken.

Any violation of this policy will be fully investigated with mandatory retraining, if necessary,
and, for employees, implementing progressive disciplinary action as outlined in the Personnel
Policy Manual as appropriate.

The Oversight Committee will evaluate the internal control system for weaknesses on a semi-
annual basis, providing resolutions to any weaknesses, and informing employees of changes in
procedures.

The Oversight Committee and management will establish a confidential reporting system and
an open-door environment for individuals to report suspected fraud and abuse of local policies.
These reports will be documented, reviewed, and followed up on to ensure that the internal
control standards are in place and being complied with.

Principle 2. The Oversight Committee oversees the City’s internal control system.

With the adoption of Ordinance No. 4416, an Oversight Committee was created. The members
of the Oversight Committee include the Common Council Finance Committee Chairman,
Controller, and Assistant Controller. This Committee oversees the internal control system and
advises the legislative body and management on internal control issues. Management, with the
help of staff, will provide documented control processes to the Oversight Committee for review
and approval. The Oversight Committee will analyze the internal control system for any
weakness on an entity-wide basis as well as on a departmental basis.

This Manual will serve as an outline for the five (5) internal control components (Control
Environment, Risk Assessment, Control Activities, Information and Communication, and
Monitoring Activities) with the corresponding principles for the achievement of a defined
objective.
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INTERNAL CONTROL POLICIES AND PROCEDURES MANUAL

Principle 3. Management establishes an organizational structure, assigns responsibility,
and delegates authority to achieve the entity’s objectives.

Management establishes and documents the organizational structure of each office and
department. Included in this manual in “Appendix A” is an organizational flow chart for the
Controller’s office and other key departments which illustrates the separation of duties.

Job descriptions have been created for all positions as they relate to internal control activities
such as cash receipts, deposits, payroll, purchasing, and reporting. Job descriptions are given to
each employee upon hire and kept on file at the Human Resource Department.

Principle4. Management demonstrates a commitment to recruit, develop, and retain
competent individuals.

Management will determine the skills necessary for each level of the organizational chart and
assesses each employee for skills necessary to accomplish the assigned responsibilities. The
Oversight Committee will develop a plan to continually train employees on new procedures,
laws, and governmental guidelines.

Job descriptions will serve as a tool for recruiting individuals. They will also list the skills
necessary to perform each job function.

Management will complete performance evaluations on a yearly basis for all employees. These
evaluations will address any deficiency in skills and allow opportunity for correction and
additional training, where necessary. Annual evaluations will convey to the employee where
their work is satisfactory or needs improvement. All evaluations shall contain discussions of the
internal controls and the person’s tasks and obligations regarding the internal controls.
Employee evaluations are a constructive tool for management to open communication for
feedback.

Principle 5, Management evaluates performance and holds individuals accountable for
their internal control responsibilities.

As part of the annual employee evaluation, Management will assess the performance of each
employee’s internal control responsibilities. Management must, in each department, establish
communications to help ascertain any weakness in the internal controls and any non-
compliance with the internal control procedures.

If Management has knowledge of any non-compliance with internal controls or procedures,
Management will immediately address the problem with the person violating the internal
control or procedure and determine how the violation can be eliminated, avoided, or otherwise
complied with by the person. Any non-compliance will be documented and reported to the
Oversight Committee in a timely fashion so a formal review can take place. If a new procedure
is needed for compliance then one will be created by Management, approved by the Oversight
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Committee, and promptly communicated with employees, followed by additional training, if
required.

See “Appendix A” for a copy of the Employee Evaluation Sheet for Internal Controls.
RISK ASSESSMENT

Principle 6. Management defines objectives clearly to enable the identification of risks
and risk tolerances.

Through the creation of standard operating procedures, accurate organizational reporting
charts, and job descriptions Management conveys and identifies objectives, missions, policies,
and risk tolerances to employees. The Controller’s Office will lead a risk analysis of three major
areas:

A. The effectiveness and efficiency of operations
B. The reliability of reporting for internal and external use
C. Compliance with applicable laws and regulations

For each category, the Controller’s Office will define objectives in specific measurable terms in
order to enable the design of internal control for related risk; increase understanding at all
levels; assess performance; identify what is to be achieved, who is to achieve it, how it will be
achieved, when it will be achieved; and incorporate external requirements.

Principle 7. Management identifies, analyzes, and responds to risks related to achieving
the defined objectives.

In the identification process, Management recognizes the various types of risks for the
transactions occurring at each objective stated in Principle 6. Management will analyze those
identified risks with a series of questions, for example:

A. How likely is the risk to occur?

B. How will it impact the objective?

C. Is the risk based upon complex or unusual transactions?
D. Is the risk based upon fraud?

Once the risk has been identified and analyzed, Management determines how to respond to
each risk and designs specific actions accordingly.

Principle 8. Management considers the potential for fraud when identifying, analyzing,
and responding to risks.

Management considers the types of fraud which can occur, such as fraudulent financial
reporting, misappropriation of assets, and illegal acts. The analysis and response to fraud risk is
similar to the procedures set forth in the analysis and response to risk in Principle 7.
Management will verify that every employee handling City revenue or other funds and assets
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shall be trained regarding IC 5-11-1-27(1) Report of Misappropriation of Funds to State Board of
Accounts and Prosecuting Attorney and IC 5-11-1-27(j) Report of Material Variances, Losses,
Shortages, or Thefts to the State Board of Accounts. The City shall utilize the materiality
threshold set by Ordinance No. 4416. For the purpose of complying with requirements of IC 3-
11-1-27(j), the City of Michigan City, Indiana hereby adopts a materiality threshold of $5,000
for cash items and $10,000 for non-cash items as to when notification of the State Board of
Accounts is immediately notified of an erroneous or irregular material variance, loss, shortage, or
theft of City funds. However, the level of materiality for the Controller or his designee to
investigate, determine the cause of, and implement corrective action, including disciplinary
action if appropriate, are $50.00 for cash items and $500.00 for non-cash items. If it is
determined that either cash or non-cash property of the City has been stolen, the police
department will be notified, and the appropriate disciplinary action taken.

Principle 9. Management identifies, analyzes, and responds to significant changes that
could impact the internal control system.

Management, along with Department Heads, will regularly evaluate and adjust internal control
policies in order to accommodate for the impact of future changes, including, but not limited to,
personnel changes, newly elected officials, new programs, new technology, new laws and
regulations, and financial fluctuations.

New employees will be trained on internal controls by certifying that they have received a copy
of Ordinance No. 4416, the Internal Control Manual, a copy of their job description, and
watching the video on Internal Control Systems found on the State Board of Account’s website,

www.in.gov.sboa.
CONTROL ACTIVITIES

Principle 10. Management designs control activities to achieve objectives and respond to
risks.

A. General internal control principles for all Departments are:
a. Separation of duties:
i. Duties are separated so that one person’s work routinely serves as a check
on another person’s work.

ii. No one (1) person has complete control over more than one key function
or activity (e.g., authorizing, approving, certifying, disbursing, receiving,
or recording).

b. Authorizations and Approvals

i. Proposed transactions are authorized when proper and consistent with
the City’s policy requiring appropriate approvals, budget reviews, and
signatures.

c. Custodial and Security Arrangements
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L. Responsibility for the physical security/custody of the City’s assets is
separated from the record keeping/accounting for those assets.

ii. Unauthorized access to the City’s assets and institutional data is
prevented.

Timely and accurate review and reconciliation
i. Accounting records and documentation are reviewed to verify their
reasonableness, accuracy, and completeness.

ii. A reconciliation of cash balances and fund accounts must be performed
by a different employee than the person creating the record or posting
entries. All reconciliations of cash or payment received must be
completed within five (5) business days of deposit.

iii. All financial reports and budgets must be submitted in a timely fashion
according to State Board of Accounts and the City’s policies and
procedures.

B. Credit Card/Store Accounts

a.

g.

Management and staff must abide by restrictions and controls set forth in the
City’s Ordinance No. 3917- An Ordinance to Amend Ordinance No. 3856 of the
Michigan City Indiana Municipal Code Establishing Use and Control of City
Credit Cards.

The Assistant Controller establishes credit card limits on all cards as a security
measure against misuse or overuse of City funds.

All credit card users have two (2) business days from the time of use or return
from business related trip, whichever is later, to provide receipts and/or
supporting documentation of purchases to the Controller’s Office.

All credit card expenditures must be approved and deemed appropriate in
accordance with the City’s Employee Handbook/Policies and Procedures
Manual.

The Controller signs the docket with all credit card claims for approval prior to
submission to the appropriate Board.

Appropriate Board approval of the docket is required before payment can be
remitted.

Anyone violating the timelines set forth herein shall be liable for any costs
incurred by the City as a result thereof.

C. Fixed Asset Policy

a.

Management and staff must adhere to the Fixed Asset Policy as described in
Ordinance No. 3859- An Ordinance Establishing a Fixed Asset Capitalization
Policy for the City of Michigan City, Indiana.

When the purchase order (PO) for an asset is created, a copy of the PO will be
given to the Fixed Asset Clerk/Controller’s Office for creation of the asset entry.
Fixed assets will be entered into a financial software for recordkeeping and
reporting purposes.
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d. The Information and Technology department is responsible for tagging each

technology asset and keeping a log of inventory. This log will be updated and
shared with the Controller’s office.

Every asset will be given a unique asset number, description, useful life, and fair
market value for accounting purposes.

Asset disposals must be recorded on the disposal form and submitted to the
Controller’s Office within thirty (30) days of the disposal for accurate and timely
recording.

D. Payroll Activities

a.

Salary and wage payments are verified and approved in writing by the
appropriate Department Heads and entered by the Payroll Clerk. Employee
records are filed at the Human Resource Department.

The responsibilities for hiring, terminating, and approving promotions are
segregated from those preparing payroll transactions or inputting data.
Department Heads are responsible for approving time sheets and authorizing
any time change prior to payroll transactions being prepared by the Payroll
Clerk.

Payroll disbursements are reviewed and approved by an authorized individual
in the Controller’s office prior to payment.

Access to payroll applications is appropriately controlled by user logins and
passwords.

Changes to a payroll disbursement or record are approved by an individual
other than the ones authorized to make the changes.

E. Grant Reporting Policy

a.

Every Board and Commission is responsible for adopting a Resolution for each
Grant that is awarded. This Resolution will have detailed information such as the
scope of the grant, budget, “not to exceed” amount, and any other important
specific information for approved use of federal, state, and local funds. A copy of
each Resolution adopted will be forwarded to the Controller’s office to ensure
proper accounting of awarded funds.

All Boards, Commissions, Department Heads, and staff must adhere to the Grant
Administration policy stated in the “Financial” section of the Employee
Handbook/Policy and Procedure Manual. See said Manual for more policy
details.

See “Appendix B” for detailed procedures regarding purchasing, accounts payable, and
receipting activities,

C.

For purposes of the City’s continued participation and receipt of funds through
the federal Community Development Block Grant (CDBG) and the Federal
Transit Authority (FTA), the additional procedures as set forth in “ Appendix C”
are adopted with respect to CDBG and FTA funding.
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d. Personally identifiable information (PII) and other sensitive information must be
kept secured and the policy as set forth in “Appendix G” shall be followed.

Principle 11. Management designs the City’s information system and related control
activities to achieve objectives and respond to risks.

Each employee will have a user ID and password specific to their job function with specific
restrictions and securities. These passwords are not to be shared. Employees will have
restrictions on their system access that will allow them to only perform tasks as assigned per
their job function. For example, only those employees with approved authority will have access
to payroll functions, posting and adjusting entries, bank account information, and any other
separation of duties as needed. The City’s password policy is as follows:

A. All passwords created by users will have the following characteristics:
a. Contain both upper- and lower-case characters (e.g., a-z, A-Z)
b. Have atleast one (1) digits and one (1) punctuation characters as well as letters
(e.g., 0-9,!1@#SN & () _+"~-=+[]{}]\ | "1/ ?<>)
c. It must be at least eight (8) alphanumeric characters long
d. Itis nota word in any language, slang, dialect, jargon, etc.
e. Itis not based on personal information, names of family, etc.
B. Password Protection Standards:
It will be changed every 90 days
The same password cannot be used within a twelve (12) month period
Do not reveal a password over the phone to ANYONE
Do not reveal a password in an email message
Do not talk about a password in front of others
Do not hint at the format of a password (e.g., “my family name”)
Do not reveal a password on questionnaires or security forms
Do not share a password with family members
Do not reveal a password to co-workers,
If someone demands a password have him or her contact the IT Department.
Do not use the “Remember Password” feature in applications (e.g., Google
Chrome, Internet Explorer, etc.)
Do not write passwords down and store them anywhere in your office. Do not
store passwords in a file on ANY computer system (including smartphones,
tablets, or any other electronic devices.)

il R

Any employee found to have violated this policy may be subject to disciplinary action, up to
and including termination of employment. See Michigan City’s Employee Handbook/Policy
and Procedures Manual for detailed policies regarding computer use and passwords.

Principle 12. Management implements control activities through policies.
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Management will establish detailed policies and procedures to address any identified risks.
Procedures will be communicated in writing to all employees that are part of the financial or
reporting process. All current employees and new hires will be given a copy of Michigan City’s
Personnel Policy and this Manual. Hard copies of these documents can also be found in each
Departmental office and the Human Resource Department.

INFORMATION AND COMMUNICATION

Principle 13. Management uses quality information to achieve the City’s objectives.

The City strives to lead in the areas of financial transparency and accountability. By adopting
standards and investing in systems that exceed State mandated minimums, the City's
Management provides employees and citizens with high quality information. All financial
variances are researched, resolved, and proper documentation is maintained. Financial reports
are checked and reviewed for accuracy and timeliness.

Principle 14. Management internally communicates the necessary quality information to
achieve the City’s objectives.

Internal communications on internal controls are communicated through adoption of formal
policies by relevant boards, commissions, and/ or legislative bodies. These communications will
be documented through memos and distributed via email from the Controller’s Office, Legal
advisors, and/or Department Heads. All memos will be maintained to document
communication,

Principle 15. Management externally communicates the necessary quality information to
achieve the City’s objectives.

All documents are maintained in accordance with the City and the State of Indiana’s record
retention policies. The State of Indiana’s record retention policies can be found at:
http://www.in.gov/iara/2739 htm. Communications with the State Board of Accounts, other
State agencies, grantor agencies, and regulatory agencies are documented by email, memos,
letters, and other forms of written correspondence. Logs are kept for information provided
verbally.

MONITORING ACTIVITIES

Principle 16. Management establishes and operates monitoring activities to monitor the
internal control system and evaluate the results.

Management will monitor internal control systems by performing the following tasks:

A. Periodic checks to determine if controls are in place and working effectively.
B. Control activities are reviewed to determine if the actual activities are in compliance
with the established procedures.
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C. Deficiencies in the internal control process are documented and remediation is quickly
completed to address any deficiencies. Any deficiencies will be reported to the
Oversight Committee for future review and corrective action.

D. All monitoring activities should be documented, and the monitor identified by
signatures, initials, or other method approved by the Oversight Committee.

Many control activities can also be used as monitoring activities with the only change being in
the intent of the control.

Principle 17. Management remediates identified internal control deficiencies on a timely
basis.

Breaches of internal controls are subject to significant levels of internal scrutiny. If informed of a
material breach of internal controls, the Oversight Committee will actively investigate, and
address said breach and adjust policies and procedures to prevent such breaches in the future.
Additional internal control training will be required for any employee who is in breach of the
internal controls, and the progressive disciplinary policy, as stated in the City’s Personnel
Policy, will be acted upon at Management's discretion. Management is responsible for
developing a corrective action plan to address any internal control deficiencies.
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APPENDIX A

Supplemental Documents

ORGANIZATIONAL FLOW CHART FOR CONTROLLER’S OFFICE

Controller

Controller oversees all work by Assistant Controller.

Assistant Controller

I

Assistant Controller oversees all work by 2nd Assistant Controller.

l .

2" Assistant Controller \

Internal Auditor will oversee the AP/ AR. |

Review bank reconciliations.
i

| |

i i

Accounts Pavable/Accounts Receivable Coordinator

Coordinator will oversee the AP from Payroll and the AR
from the Administrative Assistant and i
all AP/ AR from other departments. '

| i

v
l" - Payroll Administrator S
Administrative Assistant i 2 4

No oversight
responsibilities

AP/AR Coordinator oversees all Accounts Payahle/Receivable from all departments

Including Park Department, Sanitary District, Refuse, Redevelopment, and Port Authority
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ORGANIZATIONAL FLOW CHART FOR CASH RECEIPTING
(ALL DEPARTMENTS)

Department

Administrative Assistants

Position responsible for collecting cash, creating and issuing receipt, as
appropriate, and entering receipt in accounting system.

Department Supervisor
or Designee

Position responsible for depositing cash into the bank.

Accounts Receivable/Payable Coordinator

Controller’s Office

Position responsible for verifying receipt entries and deposits.

24 Assistant Controller

Controller’s Office

Position responsible for review of bank reconciliations.
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MICHIGAN CITY, INDIANA
JOB PERFORMANCE EVALUATION FORM

Name:

Evaluation Period:

Title: Date:

PERFORMANCE PLANNING AND RESULTS
Performance Review

Use a current job description.

Rate the person's level of performance, using the definitions below.

Review with employee each performance factor used to evaluate his/her work performance.
Give an overall rating in the space provided, using the definitions below as a guide.

Performance Rating Definitions

The following ratings must be used to ensure commonality of language and consistency on
overall ratings: (There should be supporting comments to justify ratings of “Outstanding”
“Below Expectations, and “Unsatisfactory”)

Outstanding Performance is consistently superior

Exceeds Expectations ~ Performance is routinely above job requirements

Meets Expectations Performance is regularly competent and dependable
Below Expectations Performance fails to meet job requirements on a frequent basis
Unsatisfactory Performance is consistently unacceptable
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(Continued on next page.)
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A. PERFORMANCE FACTORS (use job description as basis of this evaluation).

Administration - Measures effectiveness in planning,
organizing and efficiently handling activities and eliminating
unnecessary activities.

Outstanding
Exceeds Expectations
Meets Expectations
Below Expectations
Unsatisfactory

NA

Knowledge of Work - Consider employee's skill level,
knowledge and understanding of all phases of the job and those
requiring improved skills and/or experience.

Outstanding
Exceeds Expectations
Meets Expectations
Below Expectations
Unsatisfactory

NA

Communication - Measures effectiveness in listening to others,
expressing ideas, both orally and in writing and providing
relevant and timely information to management, co-workers,
subordinates and customers.

Outstanding
Exceeds Expectations
Meets Expectations

Below Expectations

Unsatisfactory

NA

Teamwork - Measures how well this individual gets along with Outstanding
fell loyees, respects the rights of other empl d

e yees‘ p_ . ST pryeeRed Exceeds Expectations

shows a cooperative spirit.
Meets Expectations
Below Expectations
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Unsatisfactory
NA [ |
Decision Making/Problem Solving - Measures effectiveness in
understanding problems and making timely, practical decisions. Dufstanding
Exceeds Expectations B

Meets Expectations
Below Expectations
Unsatisfactory

NA

Expense Management - Measures effectiveness in establishing
appropriate reporting and processing procedures; operating
efficiently; staying within established budgets.

Outstanding
Exceeds Expectations
Meets Expectations

Below Expectations

Unsatisfactory
NA [ |
Internal Control Standards - Measures effectiveness in
understanding an implementing internal control policies and Outshanding

procedures; recommends control activities and assesses areas of
risk; reports any breach in internal control procedures.

Exceeds Expectations
Meets Expectations

Below Expectations

Unsatisfactory
NA [ |

Independent Action - Measures effectiveness in time Outstanding
management; initiative and independent action within —

prescribed limits.

Exceeds Expectations
Meets Expectations

Below Expectations
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Unsatisfactory

NA

Job Knowledge - Measures effectiveness in keeping
knowledgeable of methods, techniques and skills required in
own job and related functions; remaining current on new
developments affecting SPSU and its work activities.

Outstanding

Exceeds Expectations

Meets Expectations

Below Expectations

Unsatisfactory

NA

Leadership - Measures effectiveness in accomplishing work
assignments through subordinates; establishing challenging
goals; delegating and coordinating effectively; promoting
innovation and team effort.

Outstanding

Exceeds Expectations

Meets Expectations

Below Expectations

Unsatisfactory

NA

Managing Change and Improvement - Measures effectiveness
in initiating changes, adapting to necessary changes from old
methods when they are no longer practical, identifying new

methods and generating improvement in facility's performance.

Outstanding

Exceeds Expectations

Meets Expectations

Below Expectations

Unsatisfactory

NA

Customer Responsiveness - Measures responsiveness and
courtesy in dealing with internal staff, external customers and
vendors; employee projects a courteous manner.

Outstanding

Exceeds Expectations

Meets Expectations

Below Expectations
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Unsatisfactory
NA

Personal Appearance - Measures neatness and personal
hygiene appropriate to position.

OQutstanding
Exceeds Expectations
Meets Expectations
Below Expectations
Unsatisfactory

NA

Dependability - Measures how well employee complies with
instructions and performs under unusual circumstances;
consider record of attendance and punctuality.

Outstanding
Exceeds Expectations
Meets Expectations
Below Expectations
Unsatisfactory

NA

Safety - Measures individual's work habits and attitudes as
they apply to working safely. Consider their contribution to
accident prevention, safety awareness, ability to care for SPSU
property and keep workspace safe and tidy.

Outstanding
Exceeds Expectations
Meets Expectations
Below Expectations
Unsatisfactory

NA

Employee's Responsiveness - Measures responsiveness in
completing job tasks in a timely manner.

Qutstanding

Exceeds Expectations
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Meets Expectations

Below Expectations

Unsatisfactory

NA

(Continued on next page.)

B. EMPLOYEE STRENGTHS AND ACCOMPLISHMENTS: Include those which are relevant
during this evaluation period. This should be related to performance or behavioral
aspects you appreciated in their performance.

(@ PERFORMANCE AREAS WHICH NEED IMPROVEMENT:

D. PLAN OF ACTION TOWARD IMPROVED PERFORMANCE:
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E. EMPLOYEE COMMENTS:

E. JOB DESCRIPTION REVIEW SECTION: (Please check the appropriate box.)

O Employee job description has been reviewed during this evaluation and no changes
have been made to the job description at this time.

0O Employee job description has been reviewed during this evaluation and modifications

have been proposed to the job description. The modified job description is attached to
this evaluation.

G. SIGNATURES:

Employee Date

(Signature does not necessarily denote agreement with official review and means
only that the employee was given the opportunity to discuss the official review
with the supervisor.)

Evaluated by Date

Reviewed by Date

| Office Use Only:

Employee Copy Manager Copy HR Copy for file
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APPENDIX B
INTERNAL CONTROL PROCEDURES
FOR:
RECEIPTING ACTIVITY AND CREATING CASH RECEIPTS
' ACCOUNTS PAYABLE
PURCHASE ORDERS
END OF DAY CASH DRAWER

L RECEIPTING ACTIVITY AND CREATING CASH RECEIPTS PROCEDURE
GENERAL

The responsibility for collecting money and issuing receipts is segregated from that for preparing the bank
deposit.

The responsibility for making the bank deposit is segregated from that for preparing the monthly bank
reconciliations.

All adjustments to customer accounts are approved by the appropriate governing body, only after a
thorough review, and then posted in the Controller’s Office,

The billing process is completed by an individual other than the one who collects cash payments from the
customer.

At the end of each business day, the safe in which any and all money is stored is locked for safe keeping
and no unauthorized individual has access to the safe. Each department has their own safety mechanisms
for securing City funds (i.e. lock bags, vaults).

CREATING A RECEIPT

Tyler Cashiering lets you create and maintain receipts and store the receipt information in our database.
Once entered, receipts can be edited, saved, posted, canceled, and voided, with the accounting performed
in real time.

BUSINESS RULES

Cash receipts will save to the revenue collection subledger once the receipt is printed. Once the receipts
are posted in the Controller’s office, the data then hits our General Ledger.

You cannot edit a printed receipt because the information has already been posted to the subledger. To
change any of the information, you must void the receipt and recreate it with the corrected information.
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You can only post a receipt if the business date is equal to or later than the receipt date.
Each customer should receive a receipt noting the payment method (cash, check, credit).

INTRODUCTION TO RECEIPTS

Each receipt that is created has a status as it moves through the process. The status determines what
actions can be taken with that receipt:

Open — A receipt that has been printed and saved, but not posted. Information on an open receipt
is NOT yet reflected in the General Ledger. You can:

- Post
- Void

Posted — A receipt that has been posted, meaning that the information is now final (i.e., it cannot
be edited), and the General Ledger accounts reflect the receipt of monies.

CREATING CASH RECEIPTS

Using an open payment batch in Tyler Cashiering
From the Icon Bar on the home screen
Click <Enter>
From the Select Payment Type

Click <Miscellaneous Receipt> or the appropriate receipt type

The following screen will appear:
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Payment Code screen displays (as shown below).
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Type the payment code or select a code from a dropdown list (to see a list of codes, start typing
and a list of codes will drop down).

Once the appropriate code is selected, enter the amount collected and

Click <Add Another> if additional payments are being made or

Click <Pay Now>

The Enter Tenders screen appears:
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On the left side of the screen choose the appropriate payment tender (Cash, Check, Credit Card).
Complete the appropriate fields and enter comments in comment section (if needed).
Click <2> # of receipts (1 — Customer, 2 — Cash Drawer)
Click <Complete Transaction>
A receipt will immediately print.

If you discover a mistake on the revenue code after printing, email the correction or send a copy of the
receipt with the correction to the Controller’s Office.

At the end of the business day, you must reconcile your cash drawer and deposit your daily receipts.
“IC 5-13-6-1 (d) requires cities and towns to deposit all funds not later than the next business day
following the receipt of funds in depositories (Horizon Bank, PNC Bank) selected by the city or town as
provided in an ordinance adopted by the city or town and approved as depositories of state funds.” This
was taken directly from Section F — Deposit and Investment of Funds of the State Board of Accounts

Manual.
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To reconcile your cash drawer:

Count out the change for your drawer

Add up your daily cash receipts

Add up your cash, checks, and credit card

The total of your cash receipts and the total of your cash/checks/credit card slips MUST match.
Write up a deposit ticket for the cash and any checks that did not scan— each department has its own
deposit tickets. Checks are deposited remotely by the Controller’s office.
Take deposit to the appropriate bank.

Send an email to the Controller’s office with the total amount of the deposit and the batch number.
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CREATING AND ENTERING INVOICE BATCHES

Invoices are approved by Department Heads and then submitted to the Accounts Payable/Accounts
Receivable Coordinator with the APV Copy of the purchase order.

The Board of Works meets twice a month on the first and third Monday to approve claim docket. Once
the claims are approved for payment then checks will be distributed by the Controller’s Office. If
immediate payment is necessary on a claim prior to a Board of Works meeting, the claim must be signed
and approved by the Controller.

The Assistant Controller is the only designee to submit online payments for claims. This function is only
to be completed after proper approval and authorization by the Board of Works or Controller.

Using the Financial Management module of New World, invoice batches are created by each department.
Once entered and verified, the department head must approve the batch before processing by the
Controller’s office.

The first half of the account payables process is invoice entry. This process starts from the Invoice Batch
List. The Invoice Batch List shows all the invoices that are currently open and allows users to create new
batches in order to enter more invoices.

Click <NEW>

along the lower-left corner of the Invoice Batch List to open a fresh Invoice Batch screen.
(see screenshot below)

S Clty Of pMaichigan City

ity s | Tontrniod] Phmiageyant | siestees Bwbionias | LISy Btanng s mert | Covmerseeny Do rionget At | Wabetensnce

A batch header screen will appear: Invoice Batch General
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Department - The users’ home department will default in the Department field.

Date — The field defaults to today’s date but can be changed. It is the batch creation date.

Number — Users can enter create using up to 13 alphanumeric characters or if left blank, the
system will generate a number using four-digit year prefix, followed by leading zeros and the
next sequential available number. Once the batch has been saved, the batch number cannot be
changed.

All fields that appear after the batch number are optional and can be changed after the batch has
been saved.

Ivoice Bateh List

Invoice Batch
QD@ %l@ @ @ld !‘ @ General
Batch ) Invoice Defaults
Department 101 - Controiler's office A Dare 10217019 m
Date 0/21/20:19 B DusDase 10212019 3
Numger GADae 02019
Toul Fecerve Date A
Satch Desgenption Panng Bank g
Default Vendor Mot v q
Vendor Y Descnption
Remtance 4 o A -
G Account v 8
Retamn Entnies
Use G/L Defauits
Due Cate Sated on X

 sove J soveiticn BN ficct |

Once appropriate values have been defined for the batch, the buttons along the bottom of the General
page can be used as follows.

Save — Click to save and create the batch. Once clicked, the user will see the [nvoice Entry
Screen

Save/New — Click to save and create the batch. A fresh batch entry screen will appear. This
should be used if multiple batches need to be created before invoice entry into the batches begins.

Delete — Click to delete the batch. This button only becomes available after the batch has been
saved,
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Reset — Click to reset the batch or, General page settings to be exactly as they were as of the last
save. Once the batch has been saved and created, invoices can be entered in to the batch.

The Icons along the top of the following screen become available after the batch has been created. If the
cursor is positioned over an icon the description for the respective icon will display to the right of the
icons. The page that the user is currently on, within the batch, is indicated by the icon highlighted in
yellow. The icons are as follows:

myFavofites | Financial Management | Human Resources | Utility Management | Cc

Invoice Batch List

Invoice Batch - ICDOC

ﬂ' S/ %I@ @ @I@ ‘ @ Invoice Entry

ﬁ

General — The General Icon can be clicked to navigate back to the batch settings.

@ List — This icon will take the user into the list of invoices that have been saved in the batch.

e Ratch Lt

I;lutlnn;-.‘- .‘.;l;:a‘:i = Med and WC
POY|BBB|S ST us

BatchDate 10212019 laeiice (ross §101,942.09

Total tovokces 1 Total Freght 30.00
Tetw Seles Tax s0.00

Totel Descornt s0.00

Tetal Rrtanage 50.00

Ireoce Mt 5101,942.39
Batth Ameunt $0.00

—
Net Diference  §101,942.39

| Contrm EFT o | Mwweice Mumver + @ |tveiceDate | g | Dim D el

T s (ctase 13 1321208 WML Chmama for 1007 thezegn 13711 sanis B

The list also includes a summary fiscal section along the top where the user can see the respective totals
based on the invoices that have been entered in to the batch thus far.

From the list within the batch, a user can reopen previously entered invoices by clicking on the respective
invoice number.

@ , Invoice Entry — This icon will take the user into the invoice entry screen where invoices can be
added to the batch using the various methods of invoice entry,
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é Templates — This icon will take the user into a list of template batches and template invoices where
the user can select, using check boxes, to identify which template invoices should be brought into the
batch.

@ HR Disbursements — This icon will take the user into a screen where HR Disbursement invoices,
created by the payroll process, can be selected to be brought into the batch. (i.e. payroll taxes, withholding
taxes, garnishments, health care costs, etc.).

Release Contract Retainage — This icon is only available if Contract Accounting has been licensed.

& Validate — This icon allows the user to perform the validation stage of the workflow for the batch
currently opened.

‘ ‘Approvals — This icon allows the user to navigate into the approval page for the batch currently
opened. The batch can then be Approved or Returned, provided it is up to the approval stage in the

workflow,

Invoice Batch - 10 21 2019

& A= gld &% Approvals
1 Department Entry (1] J ‘g J
Karr Slown Kim Sliwa
2 Department Head (1) J @
Gail Heuhiel Gall Neuliel
3 Controlier (1) o)
| Approve l Renurm |

Accounts Payable lnvowe lateh Information

invoice 399772 « : i it

Invoice Batch Payment Information Involce Net Amount

Batch Deportment 102 - Clark Hane Account  Municipal Funds Invace Amount §250.16

Batoh Date  10/07/72019 Payment Type Disvcount

Batch Number 10 21 2019 Payment Numbes Fregnt

Batch Oescnption  CLERK Payment Date State Tax

Created by User  Kim Sliwas Manual Check County Tan

Invaice Check Sort Code City/lLacal Tax

Statle  Edit Chack Code Retainage

Invoice Depactment 102 - Clerk Inweice Het Amoun 1525006

Invoice Number 399772
Invaice Descoption  CLERK-contractual services
Invoice Date  10/07/201%
Dus Date  10/29/2019
QL Date  10/07/2019
Received Date

Remittance Information
Vendor 105361 - Van Ausdall & Farrar Inc
Contact Hame  Van Ausdall & Farrar Inc
Description
Addresa PO Box 713683
CINCINNATI, OH 45271-3683

i Ernail Addreas
erms

Hold Payment Reason
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& Print Edit and Error Listing — This icon allows the user to perform the Print Edit and Error
Listing stage of the workflow for the batch currently open.

Inveice Batch Print Edit & Error Listing
SRV R ) @ % @l@ Print Edit & Error Listing
i ‘Dtpmmmt i | Bateh Humber o | Baich Date o

|G

122 - Redevelopment 2015-00000774 087192019 1 5262120

Entering Invoices

There are multiple methods of invoice entry available in an invoice batch. Once the user has navigated to
the Invoice Entry page within the batch, those methods of invoice entry are represented by icons in the
blue bar running down the left-hand side of the invoice entry screen, directly beneath the General icon

for the batch.

Methods of invoice entry are:

)
£ Invoice — The invoice method of invoice entry, or full invoice offer all the fields potentially

available during invoice entry. This method allows for Freight, Discounts, and Taxes to be broken out in

the invoice header. This method also allows for multiple items to be added to the invoice.

The Invoice or, full invoice entry screen is divided up into two main sections, the FHeader and the Invoice

Items section.
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Invoice Batch - ICDCC
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Header Section

Department — The department will default in based on the department that the batch is attributed to, but
it can be changed on an invoice-to-invoice basis if necessary.

Vendor — Select the vendor the invoice is from. It is possible to search the vendor list by typing part of
the vendor name or vendor number, The system will automatically narrow down the available vendors
based on the search criteria entered.

Vendor Invoice — Enter the vendor provided invoice number. If the field is left blank, the system will
generate a number when the invoice is saved.

Description — Enter the header description pertaining to the invoice. This description will print on the
payment stub when a payment is created.

Invoice Amount — Enter the invoice amount. The application will validate the amount entered in this
field against the total of the items added to the invoice during the validation stage of the workflow.

Invoice Date —all default on the general page for the batch will populate automatically, but can be
overridden on an as need basis, invoice by invoice.

Due Date — The date of the next board meeting, depending which board approves these invoices.
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Paying Bank — The paying bank defaulted in on the general page for the batch will populate
automatically. This can be overridden on an invoice-to-invoice basis, as needed. The bank accounts
available for selection are dependent on User Based Security.

Use Confirming EFT — [f selected, the application assumes that a payment was made by some other
means outside of New World ERP. When the batch is taken through the workflow, and posted, the
invoice will automatically be updated to a status of paid. The general ledger distributions for the invoice
will debit the G/L Accounts selected and credit cash directly without touching an accounts payable
liability account. (used to accommodate wire payments made outside of New World ERP). The system
creates a system generated journal to distribute to the general ledger.

EFT G/L Date — When Use Confirming EFT is selected, the EFT G/L Date will automatically populate
this field with the date entered in the G/L Date field.

Invoice Items Section

Item — Select the appropriate item to attribute to the invoice. There are four icons available to the right of
the item field which can be used to search, analyze, change settings, and associate to Asset.

Description — An optional field.

Quantity - Enter the appropriate quantity to be paid.

Unit of Measure — Select the appropriate unite of measure for the item.
Price per Unit — Enter the applicable price per unit.

Vendor Part Number — optional field

G/L Account — Select the G/L account the item should be charged to. User can type the G/L account

number or click the icon to search for a specific G/L account. [fan item needs to be charged to

multiple G/L accounts, clicking on the Multiple G/L icon will allow the user to assign an item to
multiple G/L accounts.

Users will only have access to the G/L accounts they were assigned in User Based Security for the
Accounts Payable Sub Ledger.
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1o

Invoice lin‘tr.h - 1021 2019
w @ld @ % mvoice Entry

Vencor  Municipal Code Corporation
Amount  $850.00
Deserption  C | Serviees - CLERK-M | Code on-fine hosting & Ad

Invoice Number  10-3292 1019
Percentage Distributed  100%

G Account
1[2042.102.439.090 - Ot Services and Charges Ctner Core 1 % B v jo0opk 585000
1 e = E: .
J - 4

Y

v
x|

4 4 Pageloft

Quick Invoice

The Quick Invoice method of invoice entry is intended for invoices where only one item is necessary, and
there is not a need to break freight, discounts, and taxes out into their own fields. This is the most
common method of entry,

Lon stch - Med and WC
b9 W3 8B 8T cuiimon K4

Dugermgst D1 - Conmmolert s .

Bustrain Tme 3~ ]
vanses

]

(SRR R

Bot-ensn s T
npn ams by boen
- -~ 2@ v T e

pase Tt mee Vons S

4 b e 4

§
H
T

Complete the required fields:
Department — default from general screen
Vendor — choose vendor name or number

Vendor Invoice — enter vendor supplied invoice number
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Invoice amount — required field

Item — required field

G/L Account — enter the correct G/L. Account number
Invoice Date — Date of Invoice

Due Date — Board Date of Approval

G/L Date — Date this transaction will post to the G/L
Paying Bank — Select the Bank the funds will be paid from

Save — Click to save everything that has been added to the invoice. If an overbudget situation was created
by the item entered on the invoice, a pop-up would display showing the extent of the over budget.

Save/New Item — Click to save everything that has been added so far. This will also open a fresh invoice
item section within the same invoice to add additional items.

Save/New Invoice — Click to save everything that has been added to the invoice thus far and open a fresh
invoice entry screen.

¥
Temporary Vendor L
The Temporary Vendor method of invoice entry can be used to enter invoices where there is no
preexisting vendor master file. This method of entry is like the Quick Invoice method in that only one
item can be added to the invoice. It should only be used when the invoice is not a 1099 transaction and is
typically used in situations where the vendor is likely to only be used once.

The vendor information to be used on the payment that is created for this invoice is entered in the Vendor
section of the entry screen.
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iavoices Batth List
Invoice Batch - ICDOC

ﬁ @ @I a @ @I\J ‘ B Temporary Vendor Invoice Entry

Department 101 - Controller's office v Invoice
Vendor Amount
asttome | : R e v &
First Name Desergman
Miccle Name Cote  1072u2009 19
Sufhe v DueOate  102u2019 1)
Aogress GADae 10R172019 T
Recenet Dote j
Gt Assount - i a
Iip Code Sapog Eank v
Coy derdor e
State ¥

meid Bayeart Reassn r
Mlynun Crezk
Check Sont Code v

Chest Code

Complete the required fields:
Last name — enter vendor’s last name or the business name.
First name — enter vendor’s first name (optional).
Middle name — (Optional).
Address — enter vendor’s address.
Zip Code — Enter vendor’s zip code.
City — enter vendor’s city.
State — enter vendor’s state.

The fields in the [nvoice section of the Temporary Vendor invoice entry, and the buttons along the bottom
have the same functionality as their counterparts on the full invoice entry screen.

Attaching Documents

New World ERP system allows users to attach supporting documents electronically.

=

5
To attach a document, click the document icon S along the left side of the invoice entry screen.

The following screen will appear:
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Heated D arerd ~ B

[E S PIET —

Click <+> to create a new document

) 3
Click <™ > to import attachment

The following screen appears:

Import Document

| Choose File |
or

Drop files here

Selecting and importing multiple files is only compatible with

images (TIFF, PNG & JPG). All other files, such as PDF, must be
selected individually.

CANCEL IMPORT
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Click <Choose File>, then the screen on the next page appears

('@ Inveice - City of Michigan City - 20163386 - Goagle Chrome

?—. - 3 » Tamiko Smith » Downlcads » vlé ” Seorch Dowenioads 2l
@ [%
- Orgaaize v New foldes o (B8
iDﬂm = Name Date Type Size Tags .‘1
% P i
i‘ ::Ct::u u::d - [J:] 00205 fill-in Br1/2019 244 M Adobe Aciobat [ B0 KB
% o::o' aaadl ’ (£ 10537 Menards Bill..  10:30/2017 8:39 AM Adube Aciobal © e
v
2 | @ 102019 101472010 10130 AM Adobe Acrobat b 7391 k8
TN | [ 1052226 8/13/2019 1:15 PM Adobe Aciebat O.. 170 %8
“ o D‘"“ | 1070_126-228295028  1.2/5/ 2018 8:55 AM Adobe Aciobat 0., 84 KH
* ! D
J1I Mm:.ments s! 57 113 Roberta 71202019 11:24 a0 Richy Test Format 1031 xH
p.u;m | [ 11619R880VDdocker  LL/201B 10:38 AN Adobe Acrobat 0. 5419 KB
:" V:::: | l 65 12418 1274/ 018 8:48 Ar Microsoft Eacel 97 3%l
| 8§ 12318 L2/B/018 B:52 AM Microsoit Excel 97 17wl
" c 2 (@ 1400w2 32372018 1:39 M Adobe Acrobat 0., 25 Kl
; t
'.::p;" 150NDO4012018 4/10/2018 11:18 AM Adobe Actobat D 257 K8
; 1_': o () 1500022012 /142018 211 PM Adohe Acrobat ) W) KH
"
“ l:c:::;nglm:‘ = & 1542007 1) 171372018 4:31 PM Adobe Acicbat D 18 KH
! = {\“mc: [ 154-2017 471372018 4:28 PM Adohe Acrobat D 189 LY
{ satoviesasiie g 16C43FL.tmp TA7/I019 9:05 Al TMP Fils nve
! g ovdatabase(hme = T L AR A kA VAR s E =
! File name: - | AllFiles x| |
i
{ P T 3
l Open 7] [Gnca ] |F
o J

Click the file you want to attach, then click <OPEN>,
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Import Document

or
Drop files here...
Selecting and importing multiple files is only compatible with

images (TIFF, PNG & JPG). All other files, such as PDF, must be
selected individually.

CANCEL IMPORT

Then click <IMPORT>.

Once the document is attached, click the d save icon at the top of the page.

2 Tyler Content Manager

+ 8 TEH 238 ® + ® & / | v X
Documents v 7

Filter Documants

Date Invoice Number  Destriction

10312019 Oetooer 14

Once all the necessary invoices have been added to the invoice batch, it needs to be taken through the
workflow to post the batch. This will make the invoices open which then would be eligible to be paid.
The batch can be processed from the Invoice Batch List.
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and WC
b9Y|B80[449us

BatchOste 102U20H  lnvoce Gross  $304906.62

Totellrvoces 6 Totl Freght $0.00
Total Sabes T $0.00

Tota! Descount $0.00

Toral Retanage §0.00

ke Nt 520490662

Batch Amount $0.00

Met Difference  §304,906.62

! 1
t o | Temp 0 | Confirm EFT gy | trvolce Number | Imroice Date '~ gy | Due Dete: @ | Deserigticn @ | Net dmzunt

7 7 ¥ Vv w7 v

Anthem Suie Cross 2 v 0212018 W2L18  unoff ciams pasment sigses R

Navigate to the ‘g Validation tab,

Invoice Batch Validation

@ ] 8 ‘ @ ﬁ @l@ Validation

122 - Frceveinpment 2013-70000774 ' 52421 20
122 - Recevelopment 2019.00000775 3 53206640
102 Cerk 1021 2003 3 52250 1%
502 - Park P 11/EAS 55 $1238083
502 - Pa CPACILALS 510000
502 - Park Capllidng 101612015 3 §5549200
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Select the batch or batches to be validated using the check boxes in the first column of the list.
Click <Submit>

[f any errors are returned, the batches can be opened by clicking on the batch number.
From there the invoices can be opened and corrections can be made.

Navigate to the @ Print Edit & Error Listing tab.

Invoice Batch Print Edit & Error Listing

D48 ] @ % %l@ Print Edit & Error Listing

o | Bateh Number o | Batch Date

122 - Redeveiopment 20100000774 08019 i sis1 0

122 - Redeveiopment 2015-00000775 08/15/2019 3 532066 40
102 - Clerk 10 21 2019 10/07/2019 1 52250 1§
502 - Park FB 16719 10112019 S5 S$12880.83
502 - Park MLRACILANS 10v15/2019 | $100 00

Select the batch or batches, to include in the edit and error listings using the check boxes in the
first column.

Click <Show Preferences> in the upper right-hand corner of the screen to define the desired
output preferences for the edit listing.

Click <Submit> to send the edit and error listings to myReports. The reports can then be
reviewed from the user’s myReports list to check for errors.

Navigate to the @ Approval tab,
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Invoice Batch Approval

@ d @ ‘3 O g @l@ Approval

© | Batch Humber &  Batch Date o | Involce Count 1 | Cross Invoice

122 - Redevelopment 2014000607 74 08/19/2019 ! §2.621 20

122 - Redevelopment 201%-00000773 05/19/2019 3 332,066 40
102 - Cleri 2 10/97/2019 ] 5225016
1156 - Central Spevices 2019-00000913 1071772019 kL] 55,811 94
415 - Promese Scholarship 1321 10/18/2018 | $125.00
122 - Redaveiopment 2018-00000917 10/212019 1 5$600.00
101 - Cantroller’s office ’ Med and 'WC 102142019 6 §304,900 02
101 - Centrolier’s office eft's nov 10/21/2029 ] 533153473

Select the batch or, batches to be approved using the check boxes in the first column.

Click <Submit>
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Purchase Order Procedure

CREATING A PURCHASE ORDER

Decide on purchase

Contact vendor, check catalog, inquire on previous invoice to get pricing

Create purchase order
Using New World

Click <Financial Management>

<Procurement>
<Purchasing>
<Purchase Order>

The following screen appears:

Putchase Order List

929598 BB us

[ J o B ]
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Click <New>

A purchase order screen appears:

Furchats Orderiist

Purchase Ordet

I0EDB|S & B ey
Approval Statues. WA Validation Statss  N/A Printed  N/A Encumber Funds  N/A
Templste v Purchazing Address 14 4 Y ob M
Department 101 - Controller's office T G/LDate 102372018 3!
Verdar X B8 Deliver by Date |
Desarigtion < Drprstion Date m
Type ¥ Rezoiution Number
Farm Type ¥ Aszign to Suyer v
2 ToLocation  Controller - Controlier T
em 4 sNews PR W Nunberofltems 0 Totsl $0.00  Encumbered Amount $0.00
Ttem > Detail
Hem v Yendor Part Humber
Descrpuan Q‘ Emgloyee
Ghip Vi B
Quantity arech
ShipTe  Controller - Controler v
Untof Measgure  Each - Esch '
£ e T v
Ence per Unit 5000 ¢t ipaligns
yon— 1069 h
SAhdsint = _«a Confirming fequest 058 ke
Cantract v ) Tazacie item Create New Asset

Complete the required fields:
Department — user’s department appears
Vendor — enter vendor name
Description — enter description
Type -Standard
Form Type — SSRS V2 — PO Form
Bill to Location — Controller
G/L Date — defaults to current date
Item — Choose from drop down list
Quantity —
Unit of Measure —
Price per Unit —

G/L Account — enter g/l account number or choose from drop down list.
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Ship To — choose ship to department

Click <Save>

0
Click @ to Attach Documents.

Once the documents have been saved complete the workflow process

Click to validate, then
Click to approve.

Contact the Controller’s Office that purchase order has been entered, preferable by email. The
Controller’s Office will approve the purchase order and send copy to your department. Supervisor
approval may be necessary.

Pay from Purchase Order

When paying invoices from a purchase order, use the Quick Invoice entry method or the Select Purchase
Order entry method.

END OF DAY CASH DRAWER PROCEDURE

Reception Window Basic Rules

Employee who greets customer will complete entire task involving cash transaction.

All customers that pay with cash WILL RECEIVE A RECEIPT from Tyler Cashiering before leaving
window.,

All cash will be kept in cash drawer. Checks and credit card receipts are kept in drawer as well.

If large bill needs to be changed, reception window staff must request change from another staff member.
The change will then be counted by other staff member and counted again by reception window staff.
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Cash Drawer Balancing Procedure — Part I

Reception Window

At 2p.m. daily, count out change drawer equal to $100
a. An example of a good change drawer

i. 1 $20= $20
ii. 4- $10= $40
iii. 4- §$5= $20
iv. 20-%20= $20

Turn other cash, checks, and credit card receipts over to another staff member. This person will
recount $100 cash drawer to verify.

Cash Drawer Balancing Procedure — Part 11
Staff Member Other than that of Reception Window

Create four piles
a. One pile for cash
b. One pile for checks
c. One pile for credit card receipts
d. One pile for receipts

Using Tyler Cashiering
a. Under Settlement Amount, click the 9 small squares for checks. Verify each check and
receipt with the checks listed for check detail.
Click <Accept>
Repeat for credit cards.
Click <Accept>
e. Repeat for other as needed.
At main settlement screen, click <Save>

gle o

6. Click <Print Totals>

The cash total will print, verify this amount by entering the denominations using the 9 squares for cash.

Click <Save>

Click <Finalize>

Take the print total receipt and staple it to all the receipts. (cash, check, and credit cards)

Place receipt pile, cash, and checks in the green bank bag and give to Deputy Assistant Controller, or
AP/AR Specialist.

Preparation of Bank Deposit
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Staff member not involved in the above procedures

After all payment batches have been closed in Tyler Cashiering, an Image Cash Letter file is created for
remote deposit. This file includes information such as deposit details and check images that are
submitted electronically to Horizon Bank. Check payments for deposit in the City Municipal account
and the City Medical Trust account are remotely deposited daily. Cash and any checks that did not scan
properly must be taken to the bank as a manual deposit. Credit card payments are generally deposited to
the City Municipal account within 1 —3 business days.

Bank deposits should not be prepared by the same person who balanced the cash drawer.
Manual Deposit

1. Create adding machine tape as part of deposit.

a. Add --cash

b. Add - checks (if any)

c. Total should equal amount to be entered on deposit slip
2. Write out deposit slip. Include batch number on the margin of the slip.
3. Paper Clip white and pink copy of deposit slip, cash and checks together.
4. Create Image Cash Letter in Tyler Cashiering,.

a. From the Home Screen click < Image Cash Letter>

(the following screen appears)

--;. o Revern @ =) 1 gsens - . ElWonsutien i about € logs
; L=t i A €% =] ol P .
n K ' = & Preterencer i ealp
New Lol Browse Enter Research imige Cath  Reports  Dathbomd  Setup
. . Lefter
| It I Ta TR M ST b PR ) s 2B RN M 1 ook s st o gl Gt
| R T P S e R S R ARH N s rous s0cx

CLa BRSNS -
o et W_—"— e M rarge W Eg w [EEETE

S—— archsucabes | -

U samactont
Toamaction  Payments !mmm

5. Deposit account click <Medical Trust> or <Municipal Funds>
6. Date range should be today’s date. (change date if necessary)
7. Click <refresh> see screen below
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Reports  Darhosrd  Satun

.a Elwierutaton ) Abaut & Legy
& oertorances G Heip

H
m o m
| H
| B e aw et 5 bl s - o i
| &8 e wsT 3 W03 4810 31008 Comatnry - baanlabe  Credh !
“ 1] el wE 2 0INT0N oo Lo Comatary - fan Lok Crecic ,
| i
i
| L lramaction Total 000}
m
!
m
ﬁ
|
|
f
| 2 ehechs vriecked - §2.179L00 B Conare i iﬁ

)

Fraer

B # 2EiT o

Aeparty  Dmdbosrs  Setup

¢ Reseanh

il daven |
SEEO Baun Total 000 iU wartacnony |
|
(rwsmtions  Fapwent: FB-..IE._
__."a tem ._:i:i.d
|
i
| @ 18302 280 1 LV2N2019 540605034 85753 Coeer Comtrobqry Offce Crack |
|
{
| Tramaction Tats 20|

" .

1 rheck seioried ~ SE37.39 m‘ rrate tpe
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8. Total listed on the bottom left side of screen should match total from all batch slips from
Controller and all other departments totals sent via email.
9. Once verified click <Create File>.
a. Filename: Cityof MCXXXXXXXX (ex.CityofMC10252019) Municipal Funds
b. Filename: MCTrustXXXXXX (ex. MCTrust102519) for Medical Trust
c. Click <Save>

10. Upload file to Horizon Bank using secure email process. You will receive a confirmation email.

11. Payment batches that are closed in Tyler Cashiering, a posted to the revenue collection subledger
in New World upon completion of the workflow process. Using the Revenue Collections Batch List

Revenue Collections Batch List

GIY BB us

Datch Hurber v o | Coum o |BncTowm

Gotlatl 115 - Toamsar 201820033033 TC-0) H S247 58 a1 Thereta Pagot

Qoflat 16 - Central Semvaces 201800033752 TC-0) i $7252 101&I012 Dorts Angerion
201820034MQITC Oy 1 $16000 11720VA0LR ihoda Boone
2018000041 S2(TC-0) S000 12072018 Deblwe Wikson

201900000048 1C-0)
2019600004802(TC-0)
201900000523(TC-0)
201900000539

201500001 442 TC-C

55400

5356 79 0%

g ARSeron
Mithede Shass Ghaidd

Diéers Anherizn

x
x
x 2015-00001464TC-C} 3300000 03/720/2015 Mighele Shaa-Glaod
v W 2013.00004554(TC.0) $4400 1085019 wrriter Chonnie
v v 20190000464 (TC-C) $220500 1071472019 Detwce Qrot
v v 20190000484 X1 C} S2S000 LV15/2019 Aarenae Defoit
2019-00004681 S000 1VI&/2019 “lary Lyra Wil
v « 20119-00004684TC.C} $4606493 10172019 Taewn honves
v v 2019-00004708(TC-C) STIZ00 107182015 Torye Jones
v v 20190000474 2{TC.Ly 216447 10 a Jone:
v v Ooflaz2 101 - Controdlers offica 201900004 757(TC-C) 4 53420021 1D
v v 205 - Boice ZO1900C04 TSI
v v Oot1at2 108 - Paanang 20190000476 TCC) 0
v v Jotly & Dwtnct etuse 20150000476 TCL p—T'
v v Goflet2 507 - Paek 701900004774 3 Wrinia Moo
v Y 4 dof ] st 101 - Contipiker 5 offe 7013000027 18(TC 433 C 31153 370! win Kot
" v Oct]atl 107 - Polee 2018 00004776{TC-C) 2 $£2000 1077372019 nancky Saestel
vy v Dedlan? 104 - Manning 0V FO0C0S T THTCCY It S115200 1VI3e Shela Boore
v v Ooflatl 485 - Port Authanty 201900004784 1 $337.50 1G/23/2019 Letlye Kreighbaum

1:A5 of A8 records
[ e [ 0cictc | [ Lok |
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Note: Payment batches closed in Tyler Cashiering will appear in New World with a batch n

Q | Approvais

Dol Latl
Ooflatl
Datial
Oof 1atl
Oatlat]
Doflatl
Oof Latl
Coflat2
Cofinl
Ocflatl
Ooltml

Dotlat2

A, S Y
A T ¢

gstiad
Oefiatl
Uctiml
Oaffar?

Oall

Qafiar2
Qotim2
Ootlat2
Oof latd
Oollat2
Ootlm2
Oallst2

Oullats

p TETE L S, R T S R SR W S
RELALLGLERAELAN

Collat2

S 3
 tow | Deicie J import J Lockian

13 - Tranwt

126 - Certteal Services
108 Flanneg

104 - Plannvng

138 - Contry Gernces

e - Pary

16 Lentral Sarvices
121 - Barker Civic Center
101 -Lontralier « athce

502 - Park

01
201

Fie

= Cemetery

510 - Carmvitary

101 - Controber's office

101 - Cantrofer' atce

101 - Controber't olfice

101 - Controliar's office

101 - Controfier's office

202 - Peice

104 - Plaaning

350 - Senitary Swtrit Retuse

502 - Fark

02 - Police
10£ - Blansing

£35 - Pt Authanty

013-0000305H1C-0)
251800003 752(TC-0)

28000 1 XTCO)

201B00004157(TC0)
210¥9.00000046{TC.01)
10TS-D0G00402(1C O)
1019000005210 Q)
2013-0000053%

201800001 L0{TC-CY
20192000 4EHTTC)
2013 00004554TC £1
ZO1500004642(TC0)
200004501005
201500004681

VSO TC0)
I0VH-D0004TOKTCLY
Z01R00B4TAZTC-C)

2513400047 5HTC-C)

S00004 T38(1C-C1
201350004 761C-C)
2018 0000471621C.C)

201500004772

I5-D000ET
2MSH000ATIL{1CC)
D000V ICL)

21013-00004789

©

Crearen Datr

524758 §

29

Sled U0 1100200
2000 L2ONNIE
S1B0 00 OLAB/ 2019
SO0 0ANL1/3019
$000 d227019
£5600 OI&2019

SIN8 79 0N 1T20L

350000 05202019

B

SZ20500 1071472018
25000 avNe
5000 09N
$4RUB O 10T

379200 10/1A7201%

3216447 L0 2019
43420021 1072172010
015

209

22019

232018

Smec 10237019

[ARECT ARt

(302018

533750 107N 2019

Treeesa Pagos

Doz Anderton

Detibre Wilion
Dons Anversan
Michelie Shais Giidkd
onz Andenn
Emily Retn

Tonga iones

Michelle Shai-Glid
iernder Clouse
Dermce Ozot
Azean-e Defoll
tary Ly Wal
Tongs 'ones

Torya lonas

v lores
Tarmya Jones
Aronds Semitex
Sheiy Baane
Desnny toms

Melus

Tarya lores
Rhonds Seiten
Shaly Beane

Lethpe Kreighbaum

umber that ends with (TC-C). These batches will need to be approved and posted to the general ledger
once verified by Controller’s office.
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Michigan City, Indiana

CERTIFICATION OF FISCAL OFFICER OR EMPLOYEE RECEIVING, PROCESSING,
DEPOSITING, DISBURSING, OR OTHERWISE HAVING ACCESS TO FUNDS THAT
BELONG TO THE FEDERAL GOVERNMENT, STATE GOVERNMENT, A POLITICAL
SUBDIVISION, OR ANOTHER GOVERNMENT ENTITY

I CERTIFY THE FOLLOWING:

I'aman officer or employee of the City of Michigan City, Indiana (the “City”) whose official duties
include receiving, processing, depositing, disbursing, or otherwise having access to funds that
belong to the federal government, state government, a political subdivision, or another
governmental entity;

[ am aware that the City must ensure that the acceptable minimum level of internal control
standards and internal control procedures for internal control systems are developed and
adopted; and

[ have received copies and read the following documents:

1. Ordinance No. 4416 - Creating Article IX in Chapter 2 of the Michigan City Municipal
code to establish an internal control policy pursuant to .C. 5-11-1-27
2. Internal Control Policies and Procedures Manual
3. Employee Handbook/Policy and Procedure Manual
[ am in compliance with and will continue to be in compliance with these directives and the
Ordinance to the best of my knowledge and ability.

I am aware of the internal control guidance available at http://in.gov/sboa/5071.htm.

Thave read and am familiar with the State Board of Accounts Uniform Internal Control Standards
for Indiana Political Subdivisions, and I have watched the State Board of Accounting Internal
Control Webinar.

Signature Date
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Michigan City, Indiana

CITY CONTROLLER CERTIFICATION TO THE COMMON COUNCIL AND OVERSIGHT
COMMITTEE REGARDING THE INTERANL CONTROL STRUCTURE AND TRAINING OF
OFFICERS AND EMPLOYEES

I; , City Controller for Michigan City, Indiana, certify to the
Michigan City Common Council and the Internal Control Oversight Committee that Michigan
City, IN has developed and implemented the acceptable minimum level of internal control
standards and internal control procedures for internal control systems of political subdivisions,
as described by the State Board of Accounts in its Uniform Internal Control Standards for
Indiana Political Subdivisions and that officers or employees of the City whose official duties
include receiving, processing, depositing, disbursing, or otherwise having access to funds that
belong to the federal government, state government, political subdivisions, or other
governmental entities have certified that they have received the appropriate training,

The City’s officers or employees whose official duties include receiving, processing, depositing,
disbursing, or otherwise having access to funds that belong to the federal government, state
government, political subdivisions, or other governmental entities are listed below:

Signed , City Controller, (Date)
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APPENDIX C
FEDERAL GRANTS

The purpose of this policy and procedure is to ensure effective financial management of Federal
Awards and to establish a system of internal controls to safeguard against waste, loss, and misuse
of federal funds and to assure all costs are in accordance with 2 CFR 200 — Uniform
Administration Requirements, Cost Principles and Audit Requirements for Federal Awards.

A. Community Development Block Grant- Internal Control Procedures

CDBG Addendum(s) to the City of Michigan City Internal Control Policies and Procedures
Manual

Addendum One:

The City’s CDBG Administrator will prepare the Request for Release of Funds for the CDBG
Grant Award. If necessary, the City will include the NEPA Form 3 in the administrative files for
any projects that require a categorical exclusion.

The City will coordinate with the Inspection Department to issue a final inspection report after
rehabilitation work has been performed at each site. An inspection report will be included in the
unit file to certify rehabilitation activities.

This will ensure that the City establishes internal controls in compliance with the grant
agreement and rehabilitation compliance requirements.

Addendum Two:

The City will establish internal controls to ensure compliance with federal grant requirements.
The City will ensure all supporting documents are included with each voucher request and the
appropriate files are maintained.

This will ensure that the City adheres to the accounting principles and remains in compliance
with the applicable OMB Circular cost principles and the CDBG agreement requirements.

Addendum Three:

The City will coordinate with inter departments to include Systems for Award Management
verifications and/or issuance of a suspension & debarment certification page for contractor
signature requirement as part of the pre-bid award procedure.

This will ensure that the City does not contract with a disbarred contractor and meets the
requirements of internal control as established by “The Standards for Internal Control in Federal
Government”.

Addendum Four:
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The CDBG department will review the quarterly SF-425 now known as the PR29 Quarterly Cash
on Hand Report prepared by the Controller’s Office prior to submitting the PR29 Quarterly Cash
on Hand Federal Financial Report to HUD. The required CDBG annual reports will be reviewed

by the Controller’s office prior to submittal to HUD.

This will ensure the City maintains authorization/permissions to Secure Systems and all other
applicable federal grant reporting agencies to ensure compliance with the grant agreement and
the reporting compliance requirements,

B. FEDERAL Transit Addendum to the City of Michigan City Internal Control
Policies and Procedures

Purpose and Scope

The purpose of this policy and procedure is to ensure effective financial management of FTA
awards and to establish a system of internal controls to safeguard against waste, loss, and misuse
of federal funds and to assure all costs are in accordance with 2 CFR 200 Subpart E — Cost
Principles and applicable FTA program circulars.

Notification of Application for a Grant

The Transit Director will submit a new grant application or a renewal application to the City
Controller’s Office no later than 30 days after submitting the application to the appropriate
agency. Required notice will be done via a Notice of Application for a Grant form (Appendix D).
A copy of the grant application must accompany this form. Note: all Notice of Application for a
Grant must itemize the project or Activity Line Item (ALI(s)) associated with the grant request.

The Notice of Application for a Grant will be reviewed for completeness by a member of the
Controller’s Office staff. The Transit Director is responsible for clarifying or resolving any
matters related to the form.

Request to Establish a Grant Appropriation

If the grant application includes expenditures for capital purchases, these expenditures must first
be appropriated. The Controller will follow protocol for submitting a resolution to the Common
Council requesting the approval of the grant appropriation. A request for appropriation can be
done prior to receiving the official notification of a grant award. The department may not expend
grant funds for capital purchases without an appropriation unless otherwise provided by law. A
request for appropriation can be done prior to receiving the official notification of a grant award.

Notice of Grant Award

Upon official notification of approval for the grant, the Transit Director is required to
immediately notify the Controller’s Office through the Grant Set-Up form (Appendix E). A copy
of the award letter must accompany this form. The Department may not incur any obligations
against the grant award prior to the submission of the Grant Set-Up Form.
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Establish Project

The Controller’s Office will establish the project number in the general ledger. The project will
be established in the general ledger prior to any expenditures. The project number will
incorporate the grant award number. The project will be established to enable the expenditure
and receipt activity to be tracked. All the grant documentation will be uploaded to the project
data base through Tyler Content Manager.

Managing Expenditures

The Transit Director is responsible for administering the federal funds in a manner consistent
with all the terms and conditions of the federal award. The Transit Director will note the proper
account to charge on all invoices and note the approval date. The Transit Department will follow
the Michigan City Purchasing Policy and will prepare purchase orders if required.

The City Controller’s Office shall govern the receipt and expenditures of all grants and will
review and approve all purchase orders and expenditures in a manner outlined in the Internal
Controls manual.

Draw Down of Grant Funds

To assure compliance with transparency and internal control policies, the Controller’s Office will
process all grant draw-downs through the Electronic Clearing House Operation (ECHO) -Web.
The Controller’s Office will notify the Transit Department after all of the revenues and
expenditures for the reporting period have been posted to the General Ledger. The minimum
posting date for the general ledger will be updated to ensure no transactions will be allowed to be
posted to the closed accounting period. The Controller’s Office will prepare the Verification of
Revenue and Expenditures form (Appendix F) and forward all supporting documentation to the
Transit Director for approval. The Verification of Grant Revenue and Expenditures Form must
be signed by the Transit Director and Controller before draw-down of funds is initiated by the
Assistant Controller.

Once the funds are received, the Controller’s Office will record the deposit and forward the cash
receipt to the Transit Department. Since all the FTA draws are on a reimbursable basis, the 3
day expenditure rule does not apply.

Recording of Grant Assets

The Assistant Controller in the Controller’s Office will review all the grant files quarterly. After
review, assets purchased with grant funds will be recorded in the City’s capital asset ledger. All
funding for assets will be recorded separately (amount from grant funds, amount from City
funds, etc.)
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NOTICE OF APPLICATION FOR A GRANT

APPENDIX D

Application is to be submitted to the Office of the City Controller concurrently with entity’s submission of

application to federal funding agency but no later than 30 days after submission.

Submit This Form To: mlwall@emichigancity.com

Submission Information

Notice of Application Submitted by:

Date Grant Application Submitted to Federal Funding Agency:

Program Paint of Contact

First Name: Address:
Last Name: City:
Title: State: IN | Zip code:

Phone Number;

Email:

of Contact

Fiscal Point
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First Name: Mary Lynn

Address: 100 E. Michigan Blvd.

Last Name: Wall

City: Michigan City

Title: Deputy Controller

State: IN | Zip code: 46360

Phone Number: 219-873-1404 ext. 2006

Email: mlwall@emichigancity.com

Entity Information

Department:

Division/Unit:

DUNS Number:

Grant Program and Service Information

All grant program descriptions below should be derived from the original grant application.

Program Description or Purpose:

Expected Goals and Outcomes of Program:

Funding Source Information

Grant Name:

Funding Agency:
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CFDA Number:

Federal Assistance Type: (Competitive) O Other O

Type of Grant: New [0 Continuing OJ

Grant Budget and Financial Information

Estimated Funding — Federal (SF-424, 18a)

Estimated Funding — Applicant (SF-424, 18h)

Estimated Funding — State (SF-424, 18c)

Estimated Funding — Local (SF-424, 18d)

Estimated Funding — Other (SF-424, 18e)

Estimated Funding — Program Income (SF-424, 18f)

Estimated Funding — TOTAL (SF-424, 18g)

W Wn| Wn| n Wn| n| n

Local Match Requirement: YO N O

Total Local Match Required: $ 00.00

Percentage of Award Required:

Date by which the match has to be met:

Comments: No Match Required

Sources of Match: Cash Cin Kind [J
To be met by: [OState Resource

[CJOther Entity

(i.e. subrecipient or 3" party)

Appropriation Type:

Appropriation Number:

Amount to be paid in current Fiscal Year: $

Sources of Match: Cash OIn Kind OO

Appropriation Type:

Appropriation Number:
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To be met by: [IState Resource
[OOther Entity

(i.e. subrecipient or 3" party)

Amount to be paid in current Fiscal Year: $

Sources of Match: Cash Oin Kind OJ
To be met by: [JState Resource
ONon-state Resource

(i.e. subrecipient or 3" party)

Appropriation Type:

Appropriation Number:

Amount to be paid in current Fiscal Year: $

***Include copy of application when submitting this form***
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APPENDIX E

DATE:

BUDGET FISCAL YEAR:

Is thisa: [J New Grant or [] Continuing Grant

If continuing, is this a: [] grant award increase or [J grant award extension

DEPARTMENT NAME:

Grant Award Amount  $

Local Grant Match (if applicable) $

Program Name:

Program Short Name:

Program Start Date: Program End Date:

Sub Account:

DUNS Number:
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[ Funding Profile < Funding Line 1 1L 0 COMPLETED BY DEPARTMENT. |
Draw Name Customer ID Payment System Code — Check one box
EDCAPS VC7000000001 DO
ECHO VC7000000002 EO
OJP & Homeland Security VC7000000003 L3
SMARTLINK VC7000000004 SO
ASAP- OTHER \VC7000000005 YO
ASAP VC7000000006 20
GRANT- NON DRAW VC7000000007 No Code ()

TAEERTET:

CFDA# (5 digit code):
Letter of Credit No.:

ral rant Awrd Le

Federal Grant Award Form (New Grant) Yes O

Department Head/ Authorized Signatory:

Grant
Liaison Telephone Email
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APPENDIX F
City of Michigan City
Office of City Controller
100 E. Michigan Blvd
Michigan City, Indiana 46360-3265
(219) 873-1404- phone
(219) 873-1542- fax

VERIFICATION OF REVENUE AND EXPENDITURES

Grant Number: Period Reporting:

P O Number: Today’s Date:

Total Revenue Reported for Period

Total Expenditures Reported for Period

Amount of Draw for Reported Period

__Yes _ No Controllers Office Staff
I verify that the attached information is true and correct to the best of my knowledge.

__Yes __No MC Transit Staff
I verify that the attached information is true and correct to the best of my knowledge.

(Prepared Request) Signature: Date signed:
MC Transit Director Signature: Date signed:
Authorized Official Signature: Date signed:
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APPENDIX G

CITY OF MICHIGAN CITY
PERSONALLY IDENTIFIABLE INFORMATION POLICY (PII)

Purpose

As part of grant activities, staff may have access to program participants or staff PII.
The information is generally found in personnel files, participant data sets, performance
reports, program evaluations, grant and contract files, or other sources. Federal law and
federal policies require that Pll and other sensitive information be secured and
protected at all times.

Affected Parties

This policy applies to all City of Michigan City Staff, contractor staff, sub-grantees, and
any other individuals or groups in the handling of Personally Identifiable Information
(PIl) for programs serving participants who receive funds from the U.S. Department of
Housing and Urban Development, and other public and private funds.

References
§ 2 CFR 200.79

In compliance with Uniform Grant Guidance in Title 2 Code of Federal Regulation
(C.F.R.) Grants and Agreements, Part 200 Uniform Administrative Requirements, Cost
Principles, and Audit Requirements for Federal Awards, it is the policy of: City of
Michigan City to protect Personally Identifiable Information (PIl) of employees,
customers, vendors, contractors, volunteers, etc. The electronic restrictions and
safeguards outlined in 2 C.F.R. 200.79 Personally Identifiable Information, and 200.82
Protected Personally Identifiable Information (PPII), along with 2 C.F.R 200.303 Internal
Controls, this policy provides guidance for employees, volunteers, agents, etc. with
access to Pll and PPII.

Personally Identifiable Information (2 C.F.R. 200.79) is any information pertaining to an
individual that can be used to distinguish or trace a person’s identity. Some information
that is considered PI| is available in public sources such as telephone books, public
websites, etc. This type of information is considered to be Public Pll and includes:

1. First and Last name
2. Address
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Work telephone number

Work e-mail address

Home telephone number
General educational credentials
Photos and video

No oA w

Personally Identifiable Information (PIl)

The term "PIl,” as defined in OMB Memorandum M-07-1616 refers to information that
can be used to distinguish or trace an individual's identity, either alone or when
combined with other personal or identifying information that is linked or linkable to a
specific individual. The definition of Pl is not anchored to any single category of
information or technology. Rather, it requires a case-by-case assessment of the specific
risk that an individual can be identified. In performing this assessment, it is important for
an agency to recognize that non-Pll can become PIll whenever additional information is
made publicly available - in any medium and from any source - that, when combined
with other available information, could be used to identify an individual.

Definition of Key Terms

OMB defines “Personally Identifiable Information” (Pll) as information that can be used
to distinguish or trace an individual's identity, either alone or when combined with other
personal or identifying information that is linked or linkable to a specific individual.

“Sensitive Information”; Any information whose loss, misuse, or unauthorized access to
or modification of could adversely affect the interest or the conduct of Federal programs
or the privacy to which individuals are entitled under the Privacy Act.

The Department of Labor has defined two types of PII, “protected PII" and “non-
sensitive PIl." The differences between protected Pll and non-sensitive Pll are primarily
based on an analysis regarding the “risk of harm” that could result from the release of
the PII.

1. “Protected PII” is information that, if disclosed, could result in harm to the
individual whose name or identity is linked to that information. Examples of
protected Pl include, but are not limited to, social security numbers (SSNs),
credit card numbers, bank account numbers, home telephone numbers, ages,
birthdates, marital status, spouse names, educational history, biometric
identifiers (fingerprints, voiceprints, iris scans, etc.), medical history, financial
information, and computer passwords.

2. "Non-sensitive PIl" is information that, if disclosed, by itself could not reasonably
be expected to result in personal harm. It is standalone information that is not
linked or closely associated with any protected or unprotected Pll. Examples of
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non-sensitive Pl include information such as first and last names, e-mail
addresses, business addresses, business telephone numbers, general education
credentials, gender, or race. However, depending on the circumstances, a
combination of these items could potentially be categorized as protected or
sensitive PlI.

To illustrate the connection between non-sensitive Pll and protected PII, the
disclosure of a name, business e-mail address, or business address most likely
will not result in a high degree of harm to an individual. However, a name linked
to a social security number, a date of birth, and mother's maiden name could
result in identity theft. This demonstrates why protecting the information of our
program participants is so important.

Eligibility Requirements

Pl from all participants and potential participants must be protected at all times. There
is no eligibility requirement.

Policy

All parties must ensure the privacy of all Pll obtained from participants and to protect
such information from unauthorized disclosure. All parties must ensure that participant
and staff Pll obtained during their grant has been obtained in conformity with applicable
Federal and state laws and policies governing the confidentiality of such information.

All Pll transmitted via e-mail or stored on external drives must be encrypted. All Pll
stored onsite must be kept safe from unauthorized individuals at all times and must be
managed with appropriate information technology (IT) services. Accessing, processing,
and storing of Pll data on personally owned equipment at off-site locations (e.g.
employee’s home, and non-grantee managed IT services, e.g. Yahoo mail, Gmail, etc.)
is strictly prohibited.

All parties who will have access to sensitive/confidential/proprietary/private data must
be advised of the confidential nature of the information, the safeguards with which they
must comply to protect the information, and that they may be liable to civil and criminal
sanctions for improper disclosure of the information.

Access to any PIl obtained through the grant must be restricted to only those
employees of the grant recipient who need it in their official capacity to perform duties in
connection with the scope of work in the grant agreement.

All PIl data must be processed in a manner that will protect the confidentiality of the
records/documents and is designed to prevent unauthorized persons from retrieving
such records by computer, remote terminal, or any other means.
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Grantees must permit the U.S. Department of Housing and Urban Development to
make onsite inspections during regular business hours for the purpose of conducting
audits and/or conducting other investigations to assure that the grantee is complying
with the confidentiality requirements described above.

Grantees must retain data received from applicable parties only for the period of time
required to use it for assessment and other purposes, or to satisfy applicable Federal
records retention requirements, if any. Thereafter, the grantee agrees that all data will
be destroyed, including deletion of electronic data.

Additional Requirements

1. Before collecting Pl or sensitive information from participants, have participants
sign releases acknowledging the use of PIl for grant purposes only.

2. Whenever possible, use unique identifiers for participant tracking instead of
SSNs. While SSNs may initially be required for performance tracking purposes, a
unique identifier could be linked to each individual record. Once the SSN is
entered for performance tracking, the unique identifier would be used in place of
the SSN for tracking purposes. If SSNs are to be used for tracking purposes,
they must be stored or displayed in a way that is not attributable to a particular
individual, such as using a truncated SSN.

3. Use appropriate methods for destroying sensitive Pl in paper files (i.e.
shredding) and securely deleting sensitive electronic PII.

4. Do not leave records containing Pl open and unattended.

Store documents containing Pll in locked cabinets or password protected folders

when not in use.

6. Immediately report any breach or suspected breach of Pll to the Controller.

<o
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